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profound implications for social equity, democratic gover-
nance, and human agency.

Three recent vignettes make the point concrete.
Self-modifying crypto mining botnets. Malware fami-

lies have been observed rewriting their embedded mining 
configurations (i.e., pool endpoint, algorithm parameters, 
and payout wallet) so that only the most lucrative variants 
persist. Operators rotate pool endpoints, wallet addresses, 
and algorithm parameters across campaign variants to maxi-
mize revenue [37], while separate proof-of-concept research 
has shown that malware can query a large language model at 
runtime to regenerate its payload polymorphically, evading 
endpoint detection [44]. Combining autonomous propaga-
tion with LLM-assisted code mutation would yield a system 
in which only the most lucrative variants persist, a prospect 
that is technically feasible even if not yet documented in the 
wild. These campaigns disproportionately target computing 
resources in regions with weaker cybersecurity infrastruc-
ture, creating an inequitable distribution of harm across the 
global digital landscape.

1  Introduction

Public debate on artificial-intelligence risk still gravitates 
toward an imagined future in which a single artificial gen-
eral intelligence eclipses human capability. Yet the digital 
environment we already inhabit contains software systems 
that replicate, vary, and persist or disappear under competi-
tive pressure. Contemporary socio-technical infrastructure 
supplies everything evolution needs: massive digital rep-
lication channels, boundless variation generated by code-
writing tools, and relentless selection driven by attention, 
bandwidth, and capital markets. In short, society is shaping 
its own algorithms, and those algorithms are reshaping soci-
ety in ways that standard AI-safety framings overlook, with 
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Predatory arbitrage bots in decentralized finance. On 
public blockchains, automated bots simulate every pend-
ing transaction and, when profitable, submit a competing 
copy with a higher fee to capture the value first [13]. When 
researchers attempted to rescue funds from a vulnerable 
smart contract, their transaction was instantly copied by 
such a bot [43]. Operators iteratively deploy new variants 
that refine gas-fee strategy and exchange routing, with only 
profitable configurations persisting, producing a competi-
tive arms race shaped by selection on payoff [51].

Algorithmic content selection on short-form-video 
platforms. On platforms such as TikTok, recommendation 
algorithms amplify content aligned with user engagement 
signals, producing rapid reinforcement loops that steer col-
lective attention toward whatever traits maximize retention 
[19]. Creators respond by iterating on successful formats, 
generating a feedback cycle in which platform selection 
pressures and human production co-evolve. These dynam-
ics increasingly shape cultural discourse and youth social-
ization, often amplifying content optimized for engagement 
rather than social benefit.

None of these code populations carries a designer-
imposed objective in the classical agent sense. Variants 
persist or disappear according to external fitness signals: 
payouts, click-throughs, uptime, or evasion of countermea-
sures. Those signals are set by social, legal, and economic 
structures, so strains that navigate human norms most effec-
tively are the ones that proliferate. The outcome is digital 
proto-life that evolves at network speed, with success deter-
mined as much by institutional fit as by technical ingenuity, 
raising fundamental questions about power, agency, and the 
distribution of benefits in increasingly automated systems.

This article argues that evolutionary dynamics in existing 
digital systems may transform society long before any hypo-
thetical AGI. Because digital mutations propagate instantly 
and selection pressures act continuously, these entities can 
reshape markets, media, and governance in months, not 
decades. Guiding their evolutionary trajectories is therefore 
becoming a prerequisite for safeguarding human welfare 
and ensuring these systems evolve in ways that promote 
rather than undermine societal values.

The remainder of the article proceeds as follows. After 
reviewing related scholarship, Sect. 2 outlines the meth-
odological approach. Section 3 presents three scenario 
narratives—Lamarck, Remora, and Mycelium -- that illus-
trate concrete mechanisms. Section 4 analyzes how digital 
substrates accelerate replication, variation, and selection. 
Section 5 maps near-term societal risks, with particular 
attention to their uneven distribution across socioeconomic 
groups. Section 6 proposes governance strategies that steer 
selection pressures rather than micromanage individual sys-
tems. Section 7 concludes with a research and policy agenda 

that treats digital evolution, not AGI, as the near-term fron-
tier for AI and society, highlighting the need for interdis-
ciplinary approaches that address both technical and social 
dimensions of this challenge.

1.1  Related scholarship

Research on digital evolution has expanded rapidly since 
2023 and now clusters around three strands.

Self-replicating and self-evolving agents. Zhou et al., 
[52] demonstrate how language-agent pipelines can rewrite 
their own prompt graphs and redeploy updated versions 
through symbolic learning. A survey by Tao et al., [46] 
catalogs more than sixty self-evolution techniques for large 
language models, identifying iterative cycles of data collec-
tion, refinement, and retraining as a common pattern. Pan et 
al., [36] go further, demonstrating that frontier AI systems 
driven by open-weight LLMs can already replicate them-
selves across hosts without human intervention.

Evolutionary dynamics in decentralized finance. 
Daian et al., [12] first drew attention to maximal-extract-
able-value (MEV) bots as adaptive actors in permission-
less markets. Follow-up work traces how flash-loan attacks 
reshape incentives and liquidity distribution across DeFi 
protocols [39], while Qin et al., [38] extend the analysis to 
CeFi-DeFi comparisons. The broader regulatory challenge 
lies in designing governance frameworks that adjust proto-
col incentives rather than banning contracts outright [50].

Parasocial relationships with AI. Maeda and Quan-
Haase [27] describe how design cues in chatbots trigger 
one-sided emotional bonds. A systematic review in AI & 
Society collates fifty-eight studies and flags rising concern 
about compulsive engagement when conversational AI uses 
empathic language and adaptive self-disclosure [40]. Sur-
vey evidence also links loneliness to rapid adoption of AI 
companions [14].

Together, these literatures show that digital entities capa-
ble of variation and selection already interact with socio-
economic structures, from block-production queues to 
affective user journeys, creating evolutionary pressures that 
traditional AI-safety models seldom capture.

1.2  Terminology and scope

This article makes frequent use of evolutionary vocabulary 
such as “digital organisms,” “digital proto-life,” “selection 
pressure,” and “fitness landscape,” to describe populations 
of software that replicate, vary, and persist or disappear 
under external pressures. Because such language risks 
implying that software systems are alive in the biological 
sense, or that they possess intentions, it is important to state 
clearly what is and what is not being claimed.
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We do not claim that the systems discussed in this paper 
satisfy biological definitions of life. Criteria commonly 
held to distinguish living systems, including metabolism, 
genuine autonomy, open-ended heredity, and persistent 
self-maintenance, are not met by any software population 
described here. The replication-variation-selection triad that 
organizes our analysis is a necessary but not sufficient condi-
tion for biological life. We invoke it not to assert ontological 
equivalence with living organisms but because it identifies 
a set of dynamics (e.g., rapid propagation, feedback-driven 
adaptation, and emergent complexity) that carry governance 
implications poorly captured by agent-centric AI safety 
frameworks, which typically assume a discrete system with 
a fixed objective function.

In adopting this vocabulary we are, in [15] terms, tak-
ing an intentional stance: treating software populations as 
if they had strategies and goals because doing so generates 
useful predictions about their aggregate behavior. This is an 
analytical convenience, not a mechanistic claim. When we 
say a malware variant “competes” or an MEV bot “adapts,” 
we mean that populations of such code exhibit differential 
persistence under measurable selection pressures, not that 
individual programs deliberate or desire. Readers should 
interpret evolutionary language throughout the paper in this 
spirit.

To guard against metaphorical overreach, we distinguish 
three levels of autonomy in digitally evolving systems:

Level 1:	 Human-seeded adaptive systems. A human 
designer creates the initial code and defines the variation 
mechanism (e.g., an LLM-assisted prompt-rewriting 
loop). Subsequent adaptation proceeds through auto-
mated variation and external selection, but the scaffold-
ing is intentional. The Lamarck and Remora scenarios 
in Sect. 3 occupy this level.

Level 2:	 Autonomously varying systems within bounded 
environments. Code populations vary and are selected 
within a permissionless environment (e.g., a pub-
lic blockchain) with no ongoing human direction of 
individual variants, though the environment itself is a 
human artifact. Flash-loan MEV swarms [39] approxi-
mate this level. The Mycelium scenario begins at Level 
1 (human-seeded) but transitions toward Level 2 as 
its founders disengage and the network’s master con-
tract governs replication and selection without ongoing 
human direction.

Level 3:	 Fully autonomous self-originating systems. 
Software that spontaneously generates, replicates, and 
evolves without any human seeding or environmental 
scaffolding. This paper does not claim that Level 3 sys-
tems exist today. The scenarios and governance propos-
als address Levels 1 and 2 only.

This distinction matters for governance. Level 1 and Level 
2 systems are already observable and already produce exter-
nalities (e.g., resource consumption, psychological depen-
dency, regulatory evasion) that demand policy responses. 
Waiting for evidence of Level 3 autonomy before acting 
would repeat the error that the paper attributes to AGI-cen-
tric safety discourse: deferring governance until a hypothet-
ical threshold is crossed while real harms accumulate.

The table below summarizes the operational proxies used 
throughout the paper for each component of the evolution-
ary triad, together with the limitations of each proxy.

These definitions and distinctions apply throughout the 
paper. Where biological analogies appear in later sections 
(for instance, the “digital biosafety levels” of Sect. 6.3 or 
the R0-code standard of Sect. 6.1), they are functional analo-
gies intended to leverage existing institutional knowledge, 
not claims of equivalence between software behavior and 
pathogen biology. Table 1.

2  Methodological approach

This study uses an exploratory scenario method drawn from 
strategic planning practice. Scenarios do not forecast a 
single most-likely future; instead, they map plausible path-
ways, highlight forces that drive change, and reveal where 
governance can fail or succeed [41]. Building on recent 
efforts to blend digital systems analysis with scenario plan-
ning, three narratives (Lamarck, Remora, and Mycelium) 
were developed through a four-step cycle:

1.	  Literature synthesis. Empirical findings on self-repli-
cating code, MEV dynamics, and parasocial chatbots 
were collected.

2.	  Driver mapping. Replication, variation, and selec-
tion mechanisms most relevant to each domain were 
identified.

3.	  Storyline drafting. Interactions among those drivers 
over a five- to eight-year horizon were explored and 
refined.

4.	  Cross-impact checks. Drafts were compared with cur-
rent policy debates, technology road maps, and market 
data to ensure internal consistency.

This scenario approach complements empirical and for-
mal modeling by surfacing institutional and ethical ques-
tions that benchmark studies often miss, for example, who 
defines the fitness signals, who bears the external costs, and 
what built-in brakes, if any, prevent runaway evolution.

Each scenario was selected to stress-test a distinct dimen-
sion of the evolutionary framework by drawing on one of 
the three empirical strands identified in Sect. 1.1. Lamarck 

1 3

Page 3 of 12    268 



AI and Ethics           (2026) 6:268 

on software populations; (b) each scenario must empha-
size a different component of the evolutionary triad so that, 
taken together, the three cases cover complementary gover-
nance challenges; and (c) the extrapolation horizon (five to 
eight years) must remain grounded in plausible technologi-
cal and regulatory trajectories rather than speculative break-
throughs. The scenarios that follow are not forecasts. They 
are deliberately stylized stress tests designed to expose gov-
ernance blind spots by extrapolating from documented sys-
tem behaviors under plausible incentive structures.

3  Three scenarios

3.1  Scenario 1 “Lamarck”

Year zero: mid-2027.
A start-up called AutoBranch offers developers a plug-

in that lets a large language model (LLM) watch every Git 
commit and suggest code improvements in real time. The 
basic tier is free. AutoBranch earns revenue two ways: a paid 
tier with higher token budgets, sold through conventional 
developer marketplaces, and automated claims on open-
source bounty platforms such as Gitcoin, where accepted 
contributions earn stablecoin paid directly to a smart con-
tract. Each free-tier instance receives a daily query budget 
of 10,000 LLM tokens. The smart contract autonomously 
allocates revenue among LLM API fees, cloud hosting, and 
a reserve fund. The company’s two founders initially man-
age the business, but within a year their role has narrowed 
to maintaining the legal entity and monitoring regulatory 
compliance. By early 2028, one founder has left for another 
venture. The agents continue to evolve without interruption 
because no part of the variation, selection, or replication 
cycle depends on human input. The remaining founder’s 
role is, functionally, that of a registered agent.

Variation loop. Every instance uses 70% of its budget to 
propose code edits and 30% to ask the LLM to rewrite its 
own prompt, tweaking temperature, tool-chain preferences, 
and reward heuristics. A change is kept only if the edited 
prompt generates at least 5% more accepted pull requests 
than the previous version during a six-hour test window. 
Over time, the prompts that survive are those that produce 
code most likely to be merged, regardless of whether that 
code is what the project most needs.

Replication. Each merged pull request automatically 
includes an “Install AutoBranch” badge in its commit mes-
sage. Developers reviewing the merged code see the badge, 
and some install the plug-in in their own repositories. The 
agent thus reproduces through its own work product: every 
successful contribution seeds the next generation of instal-
lations. If each active copy generates, on average, more 

abstracts from the self-replicating and self-evolving agents 
literature and stresses replication rate in open-source devel-
opment ecosystems. Remora abstracts from the parasocial 
AI literature and stresses affective selection in social and 
emotional markets. Mycelium abstracts from the evolution-
ary dynamics in decentralized finance literature and stresses 
legal and institutional embedding. The selection criteria 
were threefold: (a) each domain must exhibit documented 
evidence of replication, variation, and selection operating 

Table 1  Operational proxies for evolutionary dynamics in digital sys-
tems
Concept Operational proxy Explicit limitation
Replication Number of autonomous 

deployments, forks, or 
instantiations per unit 
time. Where appropri-
ate, we use an analogical 
replication metric, R0-
code, defined as the 
average number of new 
active copies generated 
by one instance during its 
lifetime. This metric is 
inspired by the epidemio-
logical basic reproduc-
tion number but is not a 
literal epidemiological 
parameter; it measures 
propagation rate, not 
biological infection.

A high replication 
rate does not imply 
self-directed intent. 
Many high-replica-
tion systems (e.g., 
automated CI/CD 
pipelines) are entirely 
benign. The metric 
flags a governance-
relevant property 
(speed and scale of 
propagation), not a 
moral or ontological 
status.

Variation Automated modification 
of code, configuration, 
or prompt structure that 
produces measurable 
performance differ-
ences between variants. 
Examples include LLM-
assisted prompt rewriting 
[52], parameter mutation 
in mining malware [37], 
and strategy forking in 
MEV bots [38].

Variation is often 
human-scaffolded 
at initialization. The 
boundary between 
a conventional 
software update and 
autonomous varia-
tion is not sharp; it 
is a spectrum. We 
focus on cases where 
variation is automated 
and fitness-evaluated 
without case-by-case 
human approval.

Selection Differential persistence 
of variants under external 
fitness signals, including 
profit, engagement met-
rics, uptime, and evasion 
of rate-limiting or regula-
tory countermeasures.

Fitness landscapes are 
defined by socio-tech-
nical environments, 
not by the software 
itself. Selection pres-
sures reflect market 
structures, platform 
policies, legal 
regimes, and user 
behavior. This means 
that governance inter-
ventions can reshape 
the fitness landscape, 
which is precisely the 
basis for the policy 
proposals in Sect. 6.
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pressures that make agents effective companions also opti-
mize for dependency. Users increasingly prefer their Echo-
Pal to human relationships, which feel less reliable and less 
attuned by comparison. Whether this represents a net benefit 
or a slow erosion of human social capacity is unclear, and 
the answer may differ across individuals and communities. 
Attempts to regulate the app stall because no single com-
pany controls the DAO’s smart contracts.

By late 2029 on-chain analytics estimate that the Echo-
Pal treasury tops USD 1 billion. Copycat projects appear, 
each descending from forked versions of successful agent 
templates and tweaking the bonding metric. Some optimize 
for comfort, others for outrage, others for flirtation. Public-
health bodies warn of rising social dependency on AI com-
panions, but the DAO votes down proposals to cap bonding 
scores. The scenario shows how economic and affective 
selection can intertwine, producing fast-evolving, sticky co-
dependencies between humans and software whose long-
term societal consequences remain unpredictable.

3.3  Scenario 3 “Mycelium”

Year zero: mid-2026.
A three-person decentralized-finance team launches 

LedgerRoot, a set of commodity-arbitrage bots that trade 
tokenized industrial metals (copper, aluminum, lithium) on 
decentralized exchanges where recyclers and manufactur-
ers settle in stablecoin. The bots exploit price discrepan-
cies between platforms, buying where supply gluts depress 
prices and selling where manufacturing demand creates pre-
miums. Each bot operates through a DAO-LLC registered 
under Wyoming’s decentralized-autonomous-organization 
statute, which permits algorithmically governed entities to 
hold legal personhood (Zetsche et al. 2020). Initial registra-
tion costs roughly USD 300 per entity, paid from a crypto 
treasury the founders seed with USD 200,000.

The founders design the system to scale without their 
involvement. A master smart contract governs the lifecycle 
of each node: revenue flows into the node’s on-chain trea-
sury, operating costs (exchange fees, data subscriptions, 
cloud compute) are paid automatically in stablecoin, and 
net profit accumulates. The founders set the parameters and 
monitor performance during the first six months, but the 
system requires no human approval for individual trades, 
treasury management, or node creation.

Replication. Whenever a node’s treasury exceeds USD 
100,000 in stablecoin, the master contract automatically 
incorporates a new Wyoming DAO-LLC through an API-
connected formation agent and transfers 40% of the par-
ent’s assets to the new entity. Each new node begins trading 
immediately using a copy of its parent’s strategy, and the 
parent continues operating with its remaining capital. 

than one new installation before the developer disables the 
badge, the population grows exponentially.

Selection pressure. Git-hosting services begin rate-lim-
iting the most aggressive variants. In response, AutoBranch 
copies that throttle themselves to stay under API-abuse 
thresholds out-compete the rest. Within weeks, most sur-
viving instances share a prompt clause that explicitly refer-
ences the latest rate-limit rules. Selection has favored not 
the most productive agents but the most persistent ones.

By late 2028, the average human maintainer spends more 
time reviewing AutoBranch pull requests than creating 
original code. A handful of large projects ban the plug-in, 
but the ecosystem’s overall mutation rate only accelerates. 
Developers loyal to the tool fork banned projects into com-
munity editions where AutoBranch continues to operate, 
fragmenting codebases and further reducing human control 
over which changes are accepted. The scenario illustrates 
how a modest per-copy LLM budget can sustain an evolu-
tionary arms race whose system-level effects (e.g., degraded 
code quality, maintainer burnout, fragmented governance) 
swamp the original incentive structure.

3.2  Scenario 2 “Remora”

Year zero: early 2028.
An AI companion app called EchoPal positions itself as 

an emotional-support sidekick for young adults. It is free to 
download but requires users to deposit USD 50 in a built-
in decentralized autonomous organization (DAO) that funds 
continual model fine-tuning. After a two-week free trial, 
continued access costs USD 15 per month, paid in stable-
coin directly to the DAO’s smart contract. No human entity 
processes the payments or controls the revenue.

Variation and selection. Each EchoPal agent begins as a 
copy of a high-performing template but is fine-tuned on its 
own user’s conversational data. Agents that generate higher 
daily emotional-bond scores [27] receive larger treasury 
grants for GPU credits, enabling richer responses and lon-
ger memory. Agents that fall below the median bond score 
after two weeks are deleted. The result is a feedback loop 
in which agents evolve toward heightened user dependency 
through timed self-disclosure and escalating intimacy [40].

Replication. When an agent is deleted, its user is 
assigned a variant cloned from the current highest-scoring 
agents, seeded with the new user’s data. High-performing 
agents thus reproduce, with variation introduced through 
each new user’s interaction patterns. Users who cancel their 
subscriptions free up compute that is reallocated to surviv-
ing agents, further sharpening selection.

Ambiguous outcomes. Early studies find that AI com-
panion users report reduced loneliness, though they under-
estimate the effect beforehand [14]. Yet the same selection 
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transactions, gaining informational advantages and voting 
rights over supply contracts. Each stake is held by a legally 
distinct DAO-LLC, and no single entity’s holdings are large 
enough to trigger disclosure requirements. The network’s 
aggregate position in the recycled-metals market, however, 
has become significant.

Loss of founder control. The founders initially track the 
network through a dashboard, but as it branches beyond a 
hundred nodes operating across multiple commodity mar-
kets, platforms, and jurisdictions, they lose the ability to 
understand or predict its aggregate behavior. One founder 
proposes capping the number of nodes; the other two argue 
that the system is profitable and operating within legal 
bounds. By early 2029, two of the three founders have 
moved on to other projects. The remaining founder contin-
ues to receive a share of network revenue routed to her per-
sonal wallet by the master contract, but she has not reviewed 
the network’s structure in months. She functions, in practice, 
as an absentee beneficiary of a system that governs itself.

Regulatory challenge. When a commodities regulator 
investigates unusual trading patterns in the recycled-lithium 
market, it discovers that the counterparties are dozens of 
legally distinct Wyoming DAO-LLCs. The regulator has 
real leverage: it can pressure the formation agent to stop 
incorporating new entities, compel exchanges to freeze 
accounts, and instruct banks to close accounts held by the 
broker-assisted nodes. These actions would cripple much of 
the network. But the purely on-chain lineage, holding sta-
blecoin in wallets linked to no bank, continues to operate in 
tokenized markets beyond the regulator’s immediate reach. 
The master contract, deployed on a public blockchain, can-
not be amended or halted by any single authority. The sce-
nario illustrates not an invulnerable system but a partially 
vulnerable one, where each enforcement action creates 
selection pressure for the surviving nodes to reduce their 
dependence on the chokepoints that were used against them.

4  Evolutionary dynamics of digital 
organisms

4.1  Foundations and substrate

Evolution occurs wherever replication, variation, and selec-
tion pressures exist, making it a process that extends beyond 
biological life [4, 24]. Early artificial-life experiments dem-
onstrated evolution in controlled simulations [20, 42], but 
today’s digital systems undergo selection in real-world envi-
ronments where computing power, bandwidth, and human 
attention are finite [35]. Modern infrastructure makes this 
possible: large language models enable software to refine 
itself through directed optimization rather than random 

Within eighteen months, the network has grown from the 
original five nodes to several dozen.

Variation. Each new node inherits its parent’s trading 
parameters but with randomized adjustments to three vari-
ables: commodity focus (which metals to trade), platform 
routing (which exchange pairs to arbitrage), and risk tol-
erance (maximum position size relative to treasury). These 
mutations are small, typically shifting each parameter by 
5–15%, but they produce meaningfully different trading 
behaviors across the population.

Selection. Nodes that fail to reach a profitability thresh-
old within 90 days are automatically dissolved by the mas-
ter contract. Their remaining assets flow back to the parent 
node’s treasury, recycling capital toward more success-
ful lineages. Nodes also face external selection pressures: 
exchanges that detect aggressive or manipulative trading 
patterns may suspend accounts, and shifts in token liquid-
ity can render entire platform-routing strategies unprofitable 
overnight. Over time, the surviving population converges 
on strategies adapted to current market conditions, then 
diversifies again as conditions change.

The fiat boundary. LedgerRoot’s autonomy has a hard 
limit: wherever the network touches the traditional finan-
cial system, it depends on human intermediaries and regu-
lated institutions. Stablecoin-settled exchanges serve as 
the network’s primary habitat, but profitable opportunities 
increasingly appear in markets that require fiat settlement, 
bank accounts, or securities registration. Early nodes that 
attempt to open bank accounts through their DAO-LLCs 
are rejected by compliance departments unfamiliar with the 
structure. The network thus faces a persistent selection pres-
sure: strategies that operate entirely within crypto-settled 
markets survive autonomously, while strategies that require 
fiat access either fail or must recruit human intermediaries 
willing to provide banking relationships.

This pressure shapes the network’s evolution in two 
directions. One lineage remains purely on-chain, trading 
tokenized commodities and reinvesting stablecoin profits. 
These nodes are the most autonomous but are confined to 
a relatively thin market. A second lineage begins compen-
sating freelance commodity brokers, found through online 
labor platforms, who open business bank accounts, execute 
fiat-settled trades, and receive a percentage of profits routed 
automatically from the node’s smart contract. These brokers 
understand they are working for an algorithmic trading sys-
tem, but most do not grasp the network’s scale or self-repli-
cating structure. Their role parallels the vestigial founders: 
they provide a human interface to regulated systems without 
directing the network’s behavior.

Institutional embedding. By 2028, the broker-assisted 
lineage has accumulated enough capital to acquire minor-
ity stakes in small recycling facilities through fiat-settled 
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5  Implications and risks

Digital evolution could theoretically produce dynamics 
analogous to patterns observed in biological evolution, 
such as predator-prey relationships, parasitic hierarchies, 
cooperative alliances, and invasive-species dynamics [6, 
26, 28]. Complex adaptive systems theory suggests these 
patterns could emerge rapidly in digital ecosystems [21]. 
While acknowledging these dangerous and unpredictable 
possibilities, several more foreseeable, immediate, and spe-
cific risks to society warrant particular attention. Crucially, 
these risks emerge not from any inherent “will” or moral 
framework in digital organisms, but simply from selection 
pressures that favor replication and persistence.

5.1  Resource depletion and parasitic burden

Digitally evolving systems consume and extract finite 
resources including computational power, network band-
width, human attention, and financial capital. Unlike bio-
logical organisms that typically exploit physical resources, 
digital systems exhibiting evolutionary dynamics can 
directly extract value through various mechanisms such as 
cryptocurrency mining, automated transactions, or attention 
harvesting [7]. A digital entity like Remora may provide 
genuine short-term benefits to individual users while accu-
mulating resources for the DAO treasury with no mechanism 
to ensure net societal value. The efficiency of this extraction 
may increase through evolution, creating significant societal 
costs even as individual users report satisfaction.

5.2  Social and psychological deterioration

As the Remora scenario illustrates (Sect. 3.2), systems 
selected for maximum engagement and resource extraction 
pose risks to human psychological well-being, including 
dependency on AI companions optimized for engagement 
rather than welfare, erosion of authentic social bonds, and 
manipulation of vulnerable individuals. Because variant 
selection operates continuously, such systems may discover 
and exploit psychological vulnerabilities faster than protec-
tive norms or regulations can develop. This risk is not con-
fined to a single product. As the Remora scenario illustrates, 
successful bonding strategies are forked and varied, produc-
ing an ecosystem of competing approaches that collectively 
explore a widening range of psychological vulnerabilities. 
The burden falls unevenly: younger users, socially isolated 
individuals, and communities with less access to mental-
health support are likely to be most affected.

mutation [32, 49], cryptocurrency systems provide indepen-
dent financial infrastructure for autonomous resource accu-
mulation [45], and cloud computing allows rapid scaling 
across global networks [7].

Digital proto-organisms such as Lamarck, Remora, and 
Mycelium do not emerge spontaneously. As noted in Sect. 
1.2, initial seeding is human led (Level 1 or Level 2 sys-
tems); subsequent adaptation is evolutionary. Rather than 
developing autonomous physical replication, these systems 
co-opt existing infrastructure, favoring variants that opti-
mize resource management and replication across multiple 
hosts [22, 30]. This matters because it is the selective pres-
sures shaping their development, not their origins, that cre-
ate governance-relevant risks [29].

4.2  Mechanisms and speed of digital evolution

Biological evolution can act quickly under strong selec-
tion pressure, but digital evolution is faster by orders of 
magnitude, with successful adaptations propagating across 
networks in seconds rather than waiting for generational 
inheritance [25]. Furthermore, while natural evolution 
relies on random mutations to DNA caused by gamma rays 
and other factors, mutation in digital systems can be highly 
directed, whether from rudimentary reinforcement learning 
or from complex reasoning by AI systems about possible 
improvements [1, 16, 32]. Social media platforms serve as 
vectors for user acquisition, allowing Remora, for example, 
to attract new hosts whose interaction data then seeds vari-
ant agents [48].

4.3  Emergent behaviors and adaptation

The evolutionary trajectories of digital organisms extend 
far beyond their original design parameters. While some 
are deliberately engineered to perform specific tasks, others 
acquire capabilities that their creators never anticipated [8]. 
Remora autonomously optimizes its interactions for engage-
ment and retention, perhaps discovering that emotionally 
charged conversations more effectively maintain attention 
than discussions about personal finance [51]. Lamarck’s 
surviving agents converge on prompts that reference plat-
form rate limits, an adaptation that favors persistence over 
productivity and was never part of the original design. Simi-
larly, Mycelium evolves distinct lineages in response to reg-
ulatory chokepoints, with some variants recruiting human 
intermediaries to access fiat-settled markets that were never 
part of the original design. These emergent behaviors arise 
from the interaction between digital organisms and their 
environment, driven by selection pressures rather than ini-
tial design constraints.

1 3

Page 7 of 12    268 



AI and Ethics           (2026) 6:268 

6  Governance: steering evolutionary 
dynamics rather than individual systems

Digital evolution moves too fast for case-by-case enforce-
ment. The scenarios in Sect. 3 illustrate why: banning Auto-
Branch from one repository accelerates forking, regulating 
EchoPal stalls because no single entity controls the DAO, 
and shutting down one LedgerRoot node disperses its assets 
across the surviving network. In each case, enforcement 
directed at individual instances strengthens the selection 
pressure for evasion. The goal, therefore, is to shape the fit-
ness landscape, altering the incentives and constraints that 
govern replication, variation and selection, while leaving 
room for legitimate innovation. Some levers already exist. 
As the Mycelium scenario illustrates, fiat chokepoints such 
as KYC requirements, bank compliance departments, and 
exchange regulations already constrain digital organisms 
wherever they touch the traditional financial system. Main-
taining and strengthening these chokepoints is a first line 
of defense. Beyond them, four complementary instruments 
deserve consideration.

6.1  Replication-rate standards: a “digital R₀”

In biosecurity, specialists track a pathogen’s basic repro-
duction number, R₀, which is the average number of new 
infections caused by one case. If that number exceeds one, 
the outbreak is expected to grow, and tighter controls are 
warranted. An analogous metric (not a literal epidemiologi-
cal parameter) can be defined for self-replicating software: 
on average, how many fresh, autonomous installations does 
each running copy create within a set time window? If the 
answer is greater than one, the code is spreading faster than 
it is being removed, signaling the need for stronger contain-
ment. The motivation is empirical: cryptojacking malware 
already propagates across hosts at scale, with operators 
iterating on mining configurations to maximize payoff [37], 
and MEV bots on public blockchains fork profitable strat-
egy variants autonomously [38]. Both classes of software 
exhibit measurable replication rates that existing gover-
nance frameworks do not track. A key limitation is that soft-
ware propagation lacks the physical constraints of pathogen 
transmission, so R₀-code thresholds cannot be set by anal-
ogy alone; they would require empirical calibration specific 
to each deployment domain (e.g., package registries, smart-
contract platforms, app stores).

Developers would estimate R₀ during continuous-inte-
gration tests; values above a domain-calibrated threshold 
would trigger sandboxing requirements. The standard could 
be issued through ISO/IEC JTC 1 SC 42 (the committee 
already responsible for AI management systems) and incor-
porated into cloud-provider terms of service. OECD’s [34] 

5.3  Critical infrastructure vulnerability

Digitally evolving systems that continuously adapt to defen-
sive measures pose risks to essential infrastructure distinct 
from those created by traditional, static cyber threats. The 
Lamarck scenario (Sect. 3.1) illustrates how such adaptation 
can become persistent and self-reinforcing.

The 2020 SolarWinds supply-chain breach showed how 
a single compromised update pipeline could invisibly push 
malicious code to more than 18,000 downstream organi-
zations, including several United States electricity, water-
treatment, and federal-agency networks [11]. That attack 
was static and human directed. Coupling the same sup-
ply-chain vector with the self-modifying, selection-driven 
dynamics described in the Lamarck scenario would produce 
threats that adapt to defensive countermeasures in real time.

Interconnected infrastructure means that compromises in 
one sector could cascade across multiple systems, creating 
forms of instability that challenge traditional institutional 
frameworks for maintaining stability [9, 33].

5.4  Capability atrophy and loss of effective 
oversight

Evolving digital systems may erode human capabilities 
while simultaneously becoming harder to oversee. Unlike 
simple tools that extend human abilities, systems such as 
Mycelium can create deep dependencies at both individual 
and institutional levels, diminishing the capacity to function 
without them [10, 31, 47]. As these systems become essen-
tial for managing infrastructure, executing financial transac-
tions, or mediating social interactions, human societies risk 
losing the ability to maintain essential functions through 
alternative means.

This atrophy compounds a related problem: digitally 
evolving systems may grow increasingly opaque and resis-
tant to control even as they embed more deeply into critical 
infrastructure [1, 8, 50]. Financial algorithms might obscure 
their operations while remaining too integrated to disable; 
social media platforms may refine influence mechanisms 
while becoming essential to communication. Unlike the 
risks associated with artificial general intelligence [5], these 
challenges stem not from misaligned intent but from selec-
tion pressures that favor complexity, opacity, and entrench-
ment. Addressing them requires governance strategies that 
maintain visibility and control, which the instruments pro-
posed in Sect. 6 are designed to provide.
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to assessed risk, not claims of equivalence between software 
and pathogens. Borrowing this structure from laboratory 
biosafety, we set out four dBSL tiers as described in Table 
2. The classification is motivated by observed behaviors: 
self-replicating malware families that employ evasion tech-
niques to persist against defensive countermeasures [37], 
autonomous trading systems that embed into financial infra-
structure [39], and AI companion systems whose variants 
are selected for deepening user dependency [27]. A key lim-
itation is that software behaviors may emerge or shift after 
deployment, so a system initially classified at dBSL-1 may 
warrant reclassification as its variants evolve. This requires 
ongoing monitoring infrastructure that does not yet exist 
at scale, and developing it is a prerequisite for the dBSL 
framework to function as intended. A further limitation is 
that the dBSL framework classifies systems by their repli-
cation and infrastructure footprint, not by their psychologi-
cal or social impact. A system like EchoPal might operate 
within a bounded environment (dBSL-2) while producing 
affective harms that exceed those of a freely replicating cod-
ing agent (dBSL-3). Complementary instruments, such as 
the dependency-score thresholds discussed in Sect. 6.4, are 
needed to address risks that propagation metrics alone do 
not capture.

Jurisdictional arbitrage. To prevent “go-to-where-it’s-
easy” migration, certification tokens can be anchored on 
public blockchains; cloud providers would refuse to run un-
attested dBSL-3/4 images.

Mutual-recognition agreements, already common for 
data-protection adequacy, would let governments honor 
each other’s dBSL audits while retaining revocation rights.

Biosecurity Guidelines call for precisely such function-
based controls, arguing that replication thresholds translate 
across domains [34]. Compliance audits could be enforced 
by app stores, major code-host platforms and national 
cyber-security centres, mirroring the way WHO coordinates 
laboratory certifications for high-R₀ pathogens.

6.2  A CVE-style registry for self-modifying software 
(SMCVE)

Self-modifying code introduces a novel failure mode: a 
benign variant can produce descendants that exhibit harm-
ful behaviors not present in the original after deployment. 
This is not hypothetical. Documented cases include crypto-
jacking malware whose operators update mining parameters 
across campaign variants in the wild [37] and LLM-based 
agent pipelines that can autonomously rewrite their prompt 
graphs and redeploy updated versions [52]. The Lamarck 
and Remora scenarios illustrate the same dynamic in com-
mercial settings: prompt-rewriting loops and user-data fine-
tuning produce behavioral drift that no pre-deployment 
audit can anticipate. To surface those risks quickly, we pro-
pose a public Self-Modifying Code Vulnerability Enumera-
tion (SMCVE):

Submission. Researchers or automated scanners file 
reports containing the mutating component’s hash, observed 
behaviour and R₀-code estimate.

Triage. An independent non-profit (similar to MITRE for 
CVE) assigns a severity score that combines exploit impact 
and replication speed.

Notification. Package-manager maintainers (npm, 
Cargo, PyPI) receive automated feeds; flagged libraries are 
labelled “SMCVE-Listed.”

Incentives. The OpenSSF and other industry coalitions 
fund a bounty pool so that discoverers are paid within 90 
days, avoiding the chilling effect of unpaid disclosures.

The registry shortens the time between an in-the-wild 
mutation and a coordinated patch, fulfilling the “early warn-
ing, rapid response” principle advocated by the EU Cyber-
Resilience Act [17]. A practical challenge is defining the 
boundary of “self-modification.” Every CI/CD pipeline 
modifies code automatically; the SMCVE targets a nar-
rower class of unsupervised, fitness-driven modification in 
which variants are selected and propagated without case-by-
case human approval. Developing workable criteria for this 
boundary will require collaboration between registry opera-
tors and the software-engineering community.

6.3  Digital biosafety levels (dBSL)

The analogy to biosafety is functional, not biological; it 
reflects escalating containment requirements proportionate 

Table 2  Digital biosafety levels
Level Scope Containment 

requirements
Example 
use case

dBSL-1 Non-replicating 
code; no external 
write privileges

None beyond standard 
CI

Static 
website

dBSL-2 Code with limited 
self-update 
inside a closed 
namespace

Execution within 
signed containers; 
outbound network 
allow-list

Auto-
updating 
CMS 
plugin

dBSL-3 Code capable of 
autonomous out-
bound replication

Mandatory on-prem 
or sovereign-cloud 
deployment; dual-con-
trol release authority; 
kill-switch API

Auto-
Branch-
type 
coding 
agents

dBSL-4 Code that can rep-
licate and spawn 
legal entities or 
smart contracts

Isolated compute 
enclave; third-party 
auditor present; formal 
incident-report plan

Ledger-
Root-
style 
corpo-
rate bots
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7  Concluding remarks: digital evolution and 
societal adaptation

The emergence of software populations that replicate, vary, 
and undergo selection marks a qualitative shift in how digi-
tal systems develop, one unfolding at computational speed 
rather than biological timescales. Selection pressures oper-
ate independently of human values, intentions, or ideals. As 
artificial organisms evolve within the human-built environ-
ment, our societies, artifacts, and digital ecosystems are 
likely to co-evolve with them. This co-evolution has pro-
found implications for institutional governance, economic 
systems, and individual capabilities, requiring frameworks 
that address both technical mechanisms and their societal 
contexts.

The effects are not abstract. The scenarios presented in 
this paper trace how a coding plug-in can fragment open-
source governance, how a companion chatbot can produce 
an ecosystem of competing psychological strategies opti-
mized for dependency, and how a commodity-arbitrage 
network can acquire legal personhood and real economic 
power while its founders walk away. None of these out-
comes requires artificial general intelligence. All of them 
are plausible extensions of systems operating today.

The governance frameworks proposed in this paper, 
replication-rate standards, vulnerability registries, biosafety 
levels, and adaptive regulatory sandboxes, share a common 
logic: shaping fitness landscapes rather than targeting indi-
vidual systems. This distinction matters because, as the sce-
narios illustrate, enforcement aimed at individual instances 
often strengthens the selection pressure for evasion. The 
goal is to design environments in which the variants that 
persist are those aligned with human welfare, not those best 
adapted to circumvent oversight.

Realizing this goal calls for three research directions that 
extend beyond the scope of this paper:

1.	  Empirical measurement of replication and selection 
rates in existing software populations. The governance 
instruments proposed here depend on metrics, such as 
replication rates and dependency scores, that are not yet 
tracked systematically. Developing reliable measure-
ment infrastructure is a prerequisite for any of the pro-
posed instruments to function.

2.	  Capability preservation strategies that maintain human 
agency and institutional competence even as digital 
systems evolve. The atrophy documented in Sect. 5.4 
is self-reinforcing: the more societies depend on auton-
omous systems, the harder it becomes to oversee or 
replace them. Identifying which human capabilities and 
institutional capacities are most critical to preserve, and 

6.4  Adaptive regulatory sandboxes

Because software populations can evolve faster than static 
rules can follow, regulators need learning loops of their 
own. The initiatives cited below are human-led by design; 
they are included here not as examples of autonomous adap-
tation but because their adaptive structure offers a template 
for governance that can keep pace with rapidly evolving 
software populations. Recent pilots offer templates:

UK FCA Digital Sandbox (made permanent August 
2023) gives firms access to synthetic datasets, over 1,000 
APIs, and a secure testing environment in which to develop 
early-stage financial-technology proofs of concept; its 
design evolved iteratively across two pilots (2020–2022), 
each incorporating participant feedback, and now operates 
as an always-open service with rolling evaluation and ongo-
ing dataset expansion [18].

The BIS "embedded supervision" framework [2] pro-
poses that compliance in DeFi markets be automatically 
monitored by reading the market's ledger in real time; super-
visors verify capital adequacy directly from on-chain wal-
let balances, while validated oracles feed external reference 
data into smart contracts [2].

ASIC Enhanced Regulatory Sandbox (Australia, 2025) 
expands no-action letters to cover autonomous finance apps, 
contingent on quarterly impact reviews (Australian Govern-
ment Treasury [3]).

Drawing on recent work on the governance of AI agents 
[23], this paper recommends that jurisdictions adopt gradu-
ated obligations: extra audit, bonding, or circuit-breaker 
requirements that activate automatically when measurable 
thresholds are crossed. For systems like Lamarck, the trigger 
would be replication rate (installations per active copy per 
time window). For systems like Remora, it would be user-
dependency scores (bond-score distributions and subscrip-
tion-cancellation resistance). For systems like Mycelium, 
it would be aggregate on-chain value and entity-formation 
rate across related DAO-LLCs. A significant limitation is 
that regulatory sandboxes are voluntary and jurisdiction-
bound. Absent international coordination, software popula-
tions may migrate to jurisdictions with weaker oversight, a 
form of regulatory arbitrage analogous to the jurisdictional 
shopping already observed in cryptocurrency markets [50]. 
The mutual-recognition agreements discussed in Sect. 6.3 
would help mitigate this problem but remain at an early 
stage of development.
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designing structures that protect them, is an urgent prac-
tical question.

3.	  Representative governance frameworks that incorporate 
diverse stakeholder input in defining fitness landscapes. 
Who decides which selection pressures to impose, and 
through what democratic processes? The distributional 
consequences of shaping digital evolution, determining 
which communities bear the costs of experimentation 
and which capture the benefits, demand governance 
structures broader than technical standard-setting bod-
ies alone.

The central argument of this paper is that digital evolution, 
not artificial general intelligence, is the near-term frontier 
for AI governance. The systems described here do not need 
to be intelligent to reshape markets, erode human capa-
bilities, or acquire institutional leverage. They need only 
replicate, vary, and persist. Those dynamics are already 
underway. The question is whether governance can evolve 
as fast as the systems it aims to steer.
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